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1	Introduction
In LS S2-2006589, SA2 requested SA3,
“SA2 is conducting a study on System enhancement for Proximity based Services in 5GS (FS_5G_ProSe) in TR 23.752. (The latest version of TR 23.752 can be found in https://www.3gpp.org/ftp/tsg_sa/WG2_Arch/Latest_SA2_Specs/Latest_draft_S2_Specs)
The following security issues are identified by SA2 and need to be verified by SA3:
-	For UE-to-Network Relay, two architecture options (e.g. Layer-3 Relay in solution #6 and #23 vs. Layer-2 Relay in solution #7) are proposed. For the Layer-3 Relay in solution #23, IPSec between Remote UE and N3IWF is used to provide end-to-end security for Remote UE. For the Layer-2 Relay in solution #7, end-to-end security is provided by the PDCP layer between Remote UE and NG-RAN. It is SA2 understanding that both options can fulfil the end-to-end security requirement for Remote UE.
[bookmark: _Hlk51875518]SA2 also made conclusions for some key issues in TR 23.752 v0.5.0 clause 8.
SA2 kindly asks SA3 to confirm the above SA2 understanding and take the above information into account.”
2			Discussion
To understand whether the L2 and L3 relay solutions can meet the security requirements, given below is a high-level comparison of SA2 Solution#6, Solution#23 and Solution 7 against potential security requirements in SA3 ProSe TR 33.847.
	Key Issue and Security Requirements from TR 33.847
	Observations against 
L2 Relay Solution#7
	Observations against L3 Relay Solutions #6,#23.

	#1 Discovery:

	The discovery message in restricted discovery shall support confidentiality protection, integrity protection, and replay protection.
	Can support discovery
	Can support discovery

	The entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity.
	Can support discovery
	Can support discovery

	The 5G System shall provide means to protect the discovery response message of a discoveree UE in the restricted direct discovery model B architecture from other discoveree UE(s).
	Can support discovery
	Can support discovery

	Key Issue #2 Keys in ProSe discovery scenario: No security requirements

	Key Issue #3 Security of UE-to-Network Relay: 

	The system shall support a secure means to establish a PC5 link between the remote UE and the UE-to-Network relay.
	Can support secure PC5 over L2 relay
	Can support secure PC5 over L3 relay

	Confidentiality protection, Integrity protection and replay-protection shall be supported between the remote UE and the 3GPP network.
	Can support confidentiality, integrity over PC5
	Can support confidentiality, integrity over PC5

	Key Issue #4 Authorization in the UE-to-Network relay scenario:

	The 5GS shall support to authorize the UE as a UE-to-Network relay in the UE-to- Network relay scenario.
	Authorization of the UE-to-Network relay need not care about L2 relay
	Authorization of the UE-to-Network relay need not care about L3 relay

	The 5GS shall support to authorize the UE as a Remote UE in the UE-to-Network relay scenario.
	Remote UE authorization can be supported over L2 and L3 relay
	Remote UE authorization can be supported over L2 and L3 relay

	Key Issue #5: Privacy protection over the UE-to-Network Relay

	The 5G System should provide means for mitigating trackability attacks on the Remote UE during communications over a UE-to-Network Relay.
	Remote UE communications over PC5 can be protected over L2 and L3 relay
	Remote UE communications over PC5 can be protected over L2 and L3 relay

	The 5G System should provide means for mitigating linkability attacks on the Remote UE during communications over a UE-to-Network Relay.
	 Remote UE L2 ID will be visible to the Relay, but since these keep changing, linkability attacks not possible.
	Remote UE communicates at IP layer over PC5. There is IPsec from remote UE to N3IWF, so linkability attacks not possible.

	Key Issue #6: Integrity and confidentiality of information over the UE-to-UE Relay

	3GPP system shall provide means to confidentially and integrity protect security end-to-end between the peer UEs during communications over the UE-to-UE Relay.
	Can be supported over L2 relay
	Can be supported over L3 relay

	Key issue #7: Authorization in the UE-to-UE relay scenario

	The 5GS shall support authorisation of the UE as a UE-to-UE relay in the UE-to-UE relay scenario.
	Can be supported over L2 relay
	Can be supported over L3 relay

	Authorisation of a UE that requests to be a source UE or a target UE discovering a UE-to-UE Relay, should be provided.
	Can be supported over L2 relay
	Can be supported over L3 relay

	3GPP system shall provide means to authorise a UE to communicate with another UE via a UE-to-UE Relay.
	Can be supported over L2 relay
	Can be supported over L3 relay

	Key Issue #8: Privacy of information over the UE-to-UE Relay

	The 5G System should provide means for mitigating trackability attacks on peer UEs during communications over a UE-to-UE Relay.
	Can be supported over L2 relay
	Can be supported over L3 relay

	The 5G System should provide means for mitigating linkability attacks on peer UEs during communications over a UE-to-UE Relay.
	Can be supported over L2 relay
	Can be supported over L3 relay

	Key Issue #9: Key management in 5G Proximity Services for UE-to-Network relay communication

	5GS shall support secure communication between the remote UE and the network via UE-to-Network relays.
	Can be supported over L2 relay
	Can be supported over L3 relay

	5GS shall support generation of separate security contexts for remote UEs for ProSe relay communication.
	Can support generation of separate keys for remote UE and relay UE
	Can support generation of separate keys for remote UE and relay UE

	Key Issue #10: Key issue on secure data transfer between UE and 5GDDNMF

	The ProSe-enabled UE and 5GDDNMF shall mutually authenticate each other for secure ProSe communication.
	Can support over L2 relay
	Can support over L3 relay

	The transmission of data between 5GDDNMF and the ProSe-enabled UE shall be integrity protected. 
	Can support over L2 relay
	Can support over L3 relay

	The transmission of data between 5GDDNMF and the ProSe-enabled UE shall be confidentiality protected 
	Can support over L2 relay
	Can support over L3 relay

	The transmission of data between 5GDDNMF and the ProSe-enabled UE shall be protected from replay attacks.
	Can support over L2 relay
	Can support over L3 relay



Observation: Potential security requirements can be met by both L2 and L3 relay solutions. 
2.1 Discussion key issues in TR 23.752 v0.5.0 clause 8
In the SA2 TR, the conclusions so far look fine, none of them do not raise any security concerns.
8.3	Key Issue #3: Support of UE-to-Network Relay and 8.4	Key Issue #4: Support of UE-to-UE Relay doesn’t have any conclusion yet. These key issues have security relevance but from the solution description no security concern standout.

 3. Recommendation
Recommend SA3 to send a reply LS to SA2, with the observation that potential security requirements can be met by both L2 and L3 relay solutions in TR23.752.
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#1 Discovery:  

The discovery message in restricted  discovery shall support confidentiality  protection, integrity protection, and  replay protection.  Can support discovery  Can support discovery  
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